
Recently there have been a large number of scam and phishing emails sent to our members. 

These sometimes offer mailing lists or purchase orders, they may send links for you to pay 

accounts or subscriptions, or they may be purporting to be Board members or Committee Chairs 

requesting help making or processing payments. THESE ARE SCAMS! Bots and scammers 

have programs to scrape public websites for email addresses to try to steal your money and/or 

infect your files and systems. 

Here is an example:  

 

Notice the email address is not president@ganyc.org, the capitalization does not make sense, and 

the request is extremely vague. No one from the GANYC Board or GANYC Committees will 

ever ask you for money to make GANYC payments via email or text. Payment requests are only 

processed for FAM tours, fees, and membership dues. If you receive this kind of email, please 

delete it immediately and ignore; you do not need to notify IT. 

Keep in mind GANYC communicates primarily via email announcements like this one processed 

via Wild Apricot. You will only receive official emails from ganyc.org and/or from 

ganyc.wildapricot.org. 

If your phone number is published on your profile, you may also receive suspicious requests via 

text message. These are also scams and should be ignored. Right now, GANYC does not use text 

messaging for contacting members with official business or announcements. 

Here are some useful tips about how to recognize and avoid online scams. Personally, I always 

hover over the email address and if it looks unfamiliar or strange, I delete it right away.  

Here is useful information about protecting your personal information. One of the most 

important security steps that you can take is to update your passwords regularly, avoid using the 

same password for multiple accounts or websites, and use two-factor authentication whenever 

possible. If you use multiple accounts and websites that you may want to consider a password 

manager; I use RoboForm for all my passwords. 

Please feel free to contact GANYC IT:  it@ganyc.org if you have any questions. 
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https://consumer.ftc.gov/articles/how-recognize-avoid-phishing-scams
https://consumer.ftc.gov/articles/protect-your-personal-information-hackers-and-scammers#accounts

